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Abstract

0 The new matrix cryptographic method and system of data
encryption-decryption are developed with key transmission via both
secret and public channels.

O There are discussed the available variants of construction the
algorithms of digital signatures. The algorithms, as many other
algorithms, are obtained from the simplification of the algorithm of
ElGamal. The main objective is to change the functionality of some
parameters, in a result we obtain the necessary structural alternation.
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mbs 309)m©gd0bs 458053300l goliswgdo. oMM, 2olowgdol bLyowydwm
dofm@gds  9ghOXIM©I©  bEgds, b ghmo @ 03039  doLOMgdo
399myg9bgdmwos  49M339Mo  39MHomEol  4obTsgarmdsdo  ®sdgbody
(@gbodems  536530)  F9BYmd0bgdoLom3z0l, Tog™msd o3  JgMomeol  fob
L50ENMIWM  399MHOJOOL  GOOXIMOO BMY30L Mg 3M03EBHMAMSBOYWO
3930060 56 9 905.

3b5EMAoMmo  30maMmgdss  BHgdbozme  LoliEgdgddo. o5 9o
36003690 m3560 s LYOBEHIMGLM Bo30Mb0S AoLEMGOJIOL 4533es Bbgsolbgs
dmdbdoMgdgenls ImEOL (5699 2oLo®gd9d0lL 3969%96E0), FogMsd 58 Lsgzombgdols
396bo3s B30EYds §0b53YdMY LobgEddM3569EMl JoBbYIL.

LodgBHEoMwo LoLEBHIIYO0E WIOLIMZ0L Y39 sy FoMdsGHgdrIemos
58960390 LobEgds DES -o.

DES -0 (Data Encryption Standard), 8mbsggdoms ©s80533600l

BEHOBIOE0, Fomdmswpgbs Federal Information Processing Standard

(FIPS') 46-3-0b 9boy30L @olabgagdsl, GmIgendos s0fg®owos dmboggdms
©5308300L  swamGomdo  (Data Encryption  Algorithm -DEA); DEA,

5pO9m39, Goedmaaqbl ANSI-ob ( American National Standarrt Institute)
UEObIOE.
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oo B9dbHo

v

Rio=L;s®f(R,K) L16

JogAmddbHo

65b.1.3. DES bolLEndol go8s6EH039dmwo bgdgds

senam®omdo DEA 306390 999Mm339Memo o 034985390900
3bmdowo IBM-ob go®dol doghH 1970 §gwl (890ymad mdxmdglgdms.)
5EMMH0m30 5399953900 64-303)0560 256DM0EgdOL Voo BHYJuGHE deM3gOL
@S 094gbgdls  56-30FH056  AoLOgdJOL.  SEAMOOMTIOL  2ob3005MGALS o
LEOYPYMRsdo 0O H3erowo Jod3zol, sxMgm3g, *Y80dOMIdOL GHM3b
Bosgab®mL (National Institute of Standards and Technology- NIST ,
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a division of the U.S. Deoartment of Commerce; ymgogno: NBS- National Bureau of
Standards).

5emM0mIoL JOMHOMIO M3GM5309005: BBE3wds, A9b(33gds,
oo 2 5 §39000Mm39850 ©IYMBOL WMmA03MH0 M396Ms(30900 ©s bbg.
5¢am®omdo 3MFomdL o5 BH9JuEBHOL 64-303)06 dErm3gdBY, Mob F9gRo©
399mbsL3gbg d00Mqds 64-003EH0s60 Jogzgmm@HgJudo. Ggdu@ol ©sdoyzes
bgds 16 9gAH30L  296353mdsdo, MHMIEgddog ™m396Ms30900  AbsgLos.
™39M5300L  g5bLb339VMEMBdS  ©IBM3ZOYdYos Fbmwmwo £, (i=1,...,16)
3oLogdg0DHY, OMIJWMOYD ymzgw 9EHe3BY godmoygbgds dbmerm@ OO
3oLOYd0. Fologdo 64-00FH05605, MBS AOLOMIOOL ymzgo d9-8 doGo
dbmEmE  @NfmdsHg d90mfidgdolbsmzol  45dmoygbgds. sdoGmad doMHOms©
R996J300L golomgdol 56 d0GHo sbMmME309wgdlL (585bmsb, FogMogool 9@s3by
39b©YBOE FIBOEEOL FIMIZIN B3B3 IOL).

80bgo350  M39Mo3osms  LoBs®EHogols, DES -0 J36olb  dswogn
3603@™MI9gMdSL.  3M03BHMIYIRMO0L  sBoewobo 93536 498MMZWGOL 5O
9939900056090,  sdoGH™md 030l dmwmEobo, GMI  SErymOomndo Fgodergds
39AYIL, SOLYOIMIS 296339990 39MHO0MPOL 4963w MdsT0 s FJodegds
905350030 SOLYOIMIEIL. FogMsd FodxmdgLgdMEo 35M056E0 Mo MES©
5350MmMadL  LEHBPIOGHOLsIo  oggbgder  Loymzgrmom@  3bmdogn
dmmbm3zbgdl.

©93033M5305  0momddol 96 2oblbgozgds FoRMSE00LORb.
©535bsL0sMYBNWOos  JOMOMIEIE 0, M3 YoMl  OML K,
39L5090900 2459Mm0Ygbgds LoHobos®dgaM 1565808 I3MMdOM.

DES  UBobendst 850se  3003GHMma®eg0e  99@9amdsbmeb  goma@
SboLOsMGAL  BHOsx3ddggds, Goi  (100-1000)-xg6M  ooenos  SL0IgEHMOME
Lob3)dgdmMb TgEsMGOOm.
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1.2.2. ©0g0-3gadsbols sLodg@®oreo dgmmoo

1976 9o obGHMOH0MEo MMH0P0s, HMIgEoE S0bodbogl sboen gesl
36033HMaM5830580. v.00x80L s 8.39¢0ds60l 65dOMTom LLdSTO  OJOM
SL0dgBHHoMo  LoliEgdgdol 2ob305MgosL, MMPILSE  JOO03GHMYMOBOYICNO
LobBHGds 9O  BoFoMHMadL  LooNIWM  3MMHOIOL;  OHMEILSE  AOLOMIOOL
RMOI0MGOS-35053995 @5  0bxzMMTs300l  ©IGoxkzms bads oS  sObob
99939mdom, 35gM58 BoFoMHM L0 MIOIOL HEZ0M.

A BodBHo  Fgodegds  MRM@M  Adobogygdo  dobgl 8900 Fom@EH030
3550000l 25Bbo30L J99YR9. 300J350, MO 30MM36935L JoMGYOL o
0653¢0ol JoBbs 5§36 IBObMEo, GMI LsMBdGOL OML 9OMbgmL
3953ymd0bmlb  LsoEMA®  0bxgMOTs30s.  FomMIB  ghmMd©  0TYMROS
39b@obgo,  MHMIgwoz  ©I0bEBHIMILYdIMWos  FgoByml  Lsodgm
063m®ds300L  FobssMLO. “00d5dol  Falgdom” Logds®mo  FomMYOLS
0653¢0b dmMob LEOHWWOS PVO0sY; 0L b 0dbgl IMBIM30 FobEobyol
006599, 5699 56 Mbs d90353gL Hobolfo Fgmsbbdgdme oligo soxzgML,
Mog  990degds  Mi3bmdo  ogml  gsb@obyolsmgol.  oblobogggen
d9dombggzsdo gb Pabo LEOMEEgds. ToaMsd, dogbgoegs 0dols, MmA
LodIMO  LOYWOSE  POSS, JO0MMA0 S 00530  ds0bi3  dgdergdgb
96O»0s69mL F9oEYmdobmb 0bxgmMsi30s, ®olio obossdliog 35bEebyolomgols
3999390560 oMBYds.

B90mo0b0dbmeols  dobgbo s  Loxgmdzgeo  dEamdsmgmdl  9.§.
05658080 930Md0MO  25MRI30L (oolobx30lL) “Bodo®mEH0gqls” s, 99539
O, “LOOMEGJo”. M96530dEIZOMOOMNO oIMhg30L LM EH03g ol SGOU,
M 35MGH0305 FgLolermEgdwsE, 353650 “LoOHMWEgs” ol, GMI Fglsderms
05659900Mm39 3033093 JOMds  LoLBHIYdds3 30 396 Fgdwrml  MYoEME
©@MMI0 2osMBYI30L M3gMH3050S LOFOMM MoMEIbMIOL Tglicrvyargds.

©090-39ed560L 3g0meo 89309830 IAMISMGMBL:

bw9®.1.2.-%9 dmi9dmeo Lggdol Bgbedsdobs X @s ¥ mo Lvydogddo
(Z Ub809dEHolL  s®LndMdOL  306MdIBT0) os SObO®  JMOO0GHOL  g5M93)
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58945690l 999 0bRMmM 5300 3538061, ©3)I35m, O™ p oM G030 s a
Bo@ om0 GHoEb3gd0 353bsIdM0s, 569 00ss (P Bsmswmo Gogol, ~ 2°"
LoEOEOL s EBH030 GoEbgzos; 1< a < p). 0bgm®dsgool gogzwst X o YV
dbs699dL ol 593L 9090 Loby:

X 3bsdy bsomdmem (3gMHdm) asbsmgds© 890MBggl X Bod@ogre
®ogbgl (1< x < p); godmmgeol

a'=c,modp
GoEb3L s W05 MLOM oEssabagbols ¥ dbstgby.
Y 8bsdg Looudem  (396dm) gobowgdol  Lbsbom  8906Rg3L ¥
B¢ o™ ®ogbgl (1< ¥ < p); god8mmgwols

yo_ _xy __
¢, =a” =k modp

®oabgL. k, Gogbgl ¥ 3bstg 8ooRbggL Log®omm goliomgda.
Y 9bs6g godmmgerols

L
a’ =c,mod p

®oEbgl ©d W05 SGHOM Foasgabsg6ol X dboMyby.
X b6 o9mmgeools

X

c, =a” =k, mod p

®oEbaL. k, ®ogbgl X 8bstg 30oBbg3L Lag®mem golisgds.

o0 k, =k, =k, 853565539 mG0gg Bbseg FgoMBagL gHOLS @
00539 35L50MqdL.

©03530-39¢3560L dgnm©Yo 35dmygbgdmeos ol GF(p) Lol
39090D9 MmAMHO0MToL A5IMMZolL (36Mmdowo LoOmmeg. 3;dzsm,

c=a modp, 1<x<p,
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Lyssg a€GF(p) 39wol 3Gododonmo gmmgdgbdos (9.0.  gegdab@ob
HoMolbgdo Fodmaaabl GF(p) 390l 9egdgb@gdl; 53dmdgb, Mmd X 560l

¢ 990960l mmasOomdo GF(p) ggwdy):

x=log,c GF(p) ggemby, 1<c<p.

C 9wgdgb@ol asdmmzws X gwgdgb@ol dobgzom 56 (omdmoygbl
Bo®OMwal ©s LsFoOmgdl Bsduodmd 2log, p 350M53@gdOL  M3gMSEOL.

dopaeroone, a” =((((a”))?)")"-a’.
95650, 3oMHodom, X gugdgb@ol asdmmazws ¢ 9wgdgb@ol dobgzom

b

1
25GOIBOM MMUYE0S S M0MbM3L asbermadom p’? m39Md30sL.

o) p 356030 HGoEbz0s ©S P 9oMgdom b53egdos 2" Mosbgby
Loog 1 0bBMOT>30o MOMBdOMO LoEY30L Loga™Mdgs, s6v) Gg@ymd0bgdols

399AH@O0L g56BMB0ERss), 85306 sbsGOlbYdL @ILFOMEIdS 56> MBgBHgL 2n
39605305 GF(p) 3909, bomem 35@mas600m890sL 93909 99dmbggzsdo-

2% M39M309.

OmEgLbsg X dbscg ¥ dbsdgl 0os sGbom 35@abgdl ¢, 99EYymdobydsl,

35906  965¢00EH03mbLL (56 3539ML) X Lo0MIEIM ASBEMYIOL FoTMBMZEIILS©

©LFOMYOS 2% 3965300l glermengds, Loy ol 396 Jgdegdls

(Bsgooms@, v n=200, 35306 LsFoOms 2'™, 56 ssbanmgdoo 10%
3905309, MOLO FobbMEM30919d53 3019d3H03MEs© T9dgd9E0s).
0®0-39ds60ol  sEamMomdo  35dm0ygbgds MHMYMEOE  golowgdqdol
3933X0U, 530136000, 536939, 33H95GH05035300L dobboom
3603GHMaM5830w0 3OMEGHMIMEd0L sdm35690d0 s Lbg.
85350000. 313350, Omd p=11,a=2, x=2, y=4,35306
¢, =2° =4(mod11),
¢, =2% =5(modl11),
K, =4"=5.5=3(modl1),
K, =5% =3(modl1),
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g.0. K=3.

3oLOgdol BMOIoMmgdol  Jgdgy  99odergds  aobbméiogwgl
53083360l Mm39M5309.

30d3sm, n=4, bown 0aOHmdomo 0bgm®dsgoss m=(0111) , sbuy
M =7. X 83bs6g 3500949bgdl K =3 golomgdl, G535, gbswos, 3bmdowos ¥
IbsOLsM30LsE. ©3M35m, HMI X dboMy ©s0RM3L 0bEMEOTE0L, beagrm
Y 8bs6g 358003653 8sb. 580bsmngols ¥ dbstg Fobslfs® asdmmgmols K’

3oL5gdL 08 30OMIOM, GMI (89Ol I30Mg MYMENIs)
KK' =1(mod(p 1))

3-x=1(mod10).

X 3oty ©s8ogesg  m=(0111) wos @gJudb omogobo K =3
25LoM9gd00:
C=M"=7 =2 (modll);

300w C Bomgchm®gddL 39030360l Y 3bscgl, mdgeros
53060 K' =7 356509900 258053653l dsls:
M=C* =27 =7 (mod11).

1.2.3. 40g39L¢%-8580M-90dg60L 3H03EMmLobEgds (RSA)

1977 ol 6. ©Go3qb@s, 5. F580MTs s . g§oEerdgbds @ssdw)daggls
BogMo300Ls @ 63330MmdOL (57E9BEH0FB0ZIEO0L) sboo dgmmeo. RSA
3353963 g0Mwos  8990mgdmw  IBo3gddo,  woEgbbomgdmmos  Lbgs
94309469080 @5 [GoMdMmopaabl  RodBHoME  LEBHBIOGHL ALMBErOML  AMSZo
939996500 [1, 2, 3, 14, 38, 41].

3603 MyM5x30wo d900m©o d999ydo 8ymdscgmdl.

©5399935m, Gm3 X Ledogd@o LsoEMAwm© 0MBI3L doe0sh o
356GH03 P ©d g ©®ogbggdl, asdmmgeol N = pg 6536s53wb s N GHogbgb
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53bogdL (N ®ogbgo 00ss), 3558 P ©d g HGoEbzgdl 065Hs3L Lsowmdem
(P ©5 ¢ ©3L50EMITMIOME05); 5TMOMZGdS JOEIMOL 53mbd3009:
p(N)=(p-D(g-1)

> P(N) 60ogbsl @ssL50EMAmgdL.

999093 2-©6  (@(N)—1)-g 0bEHezsedo 890693l e Gogbgl
(OmgmeE  898mbggzom  Gogbgl; oy (e,@(N))#1, 85806 8gomBggl e
Goabzol Lbgs 9600369c0mdsls), MHMIgElsg 93bogdl (e Mosbgzo ©oss);
ed =1mod @(N) 39056900©56 358mmzwol d Gogbgl @s 35k LyodemE
0bsbogl (d goboegdo  ©OLLOEMBWMYGOIME0s). F90degds dogowmm  d
6HoEb30 OHMYMO;

ed =lmodkp(N), (1.1)

0900560900096, s3Mgm39
ed = kp(N) +1

d9L50580bMB0EIBG.

590 8989y ¥ LepdogdBL 8gmdeos M 39Eymdobgds 2505093bs36ml
X b03099EL 980860 Laboo:
M =cmodN .
¢ BogmmGgdudL 353ogmegt dbmmmne X bmdogddo, Gowosh d
23LogdL Z dbstg 396 godmmzErol:
¢’ =MmodN.

Z 3bseg d Gogbgolb 8603369mdsl 396  a5dmm3@ol, oy
530bsm30L 356 MBS F9IPY30BHML 9OH-9MHDO 5FM(3Bs: 9B FodmmMzs MUl
P(N) gm969300L 36083690 mds 96 03mgml N HoEbzol 96m-96m0 36030
35065300  (BodBHMOM0BSE00L  58M3965), o3 OMOL MgsErmE  dsldEHsddo

065090639 302830993 9MH )0 LI s3MY)O0000 T9MITGOIEO0s.
85350m0. ©3M335m, ®md p =3, g=5, M =3,85306
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N=pq=15 oN)=(p-D(g-1)=8.
(1.1) 09658350 M™d06
ed=¢p(N)+1=9,
56vy
e=3, d=3.
Y 8bs6g 3580036530 sl
M =C?=12° =3 (modl5).

1.2.4. gang585¢0ols 3M03GmbolEgds

dm399mo LobEBgds Fo@mdmoyabl RSA - se@g®bo@ogsl @s dobash
396Lb35390000 99MHEBMBS OLIMYEHWO MYIMOMNTOL 3OMOdGISL. sdom 0go
0502936 ©OxRB0-39edsbol  sEyMOOMAL. M) Hoabgzol sygzsbs  boGolbdo
Lol 3980 Bs3domE FoMEH0305, 306MH0Jom, sOYRMIGBEHOL s (g.0.
@ MRSOHOMTOL 5©9d) Bo3TSMO MHMWY0Y.

905950l LobEgdol  Loxgwdzgwl (oMdmoagbad p s g<p
603Eb3900, LYW 3060390 FoMEH0305, bmerm Jgmeg- Jngero.

X 0396900098L  LS0EMAM X oloadL S  FSTIMMZEOL  VOS
2bo@gdl y=g'modp. o ¥ 8bsdgl Lm®l gompbegbml X dbségl m
A9980, ob 06Bg3L J90mbgazom k Hogbgl (k < p) ©s gsdmmgerols

y, =g 'modp

y,=m@®y",

Lo @D oMol dodvMmo 9930905 dm@Mwom 2. 3oL 39d@ay Y dboty X
boegl MaBezbol (1,,),)-b.
X 3boty 30098990 530539 J9EYmdobIdsL so@ybL:
m=(y, modp)® y,.
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1.2.5. 9eoglweo gmbdogdol gsdmygbgds 3003GMmaMs30580

gwoxbmo  HoMgdo  (3mbdEo900)- FomgdsBolzmdo 309 0o,
OmIgoag 990dgds  goblobmgMmer 0dbgl 69d0Ldogem 39y  (LaliBryem,
6500300,  ©530Mmbo» s  3MmI3glE  39eDYg).  3O03GHMYMG0ST0
JO0HOMOEO® 930ygg69ds LEbEM@WOo 39wado. gerogrlvy®o Fodo sob (X, y)
090GH0wms LOIMZwY, MMIYEo3 53059mBogdl G999 9BGHMEdL [56]:

yi=x+ax+b,

@5 995Lmab  MLILOVME PITMOGIMWO  FIOEH0WO. 153TFIMP  SIOE0S
fombg F9OGH0wgdol 99360905, MHMIGEoE 03039 MMl sdsdmdl Mo
2950653 qd0L Mm3gH3g0s RSA -Us 5 9Easdseol 3®03GHmbolEgdgddo.
6996 3003GHMbOLAGHYIGRI0  groxlydo  mbEogdol  OML
399009496935 999090 396G MEgds:
yi=x’+ax+bmodp,

Loo3 p 35MEGH030 GoEbgoo.

1.3. 9e9d&O@bmao (30x6meo) byedmfghol seammomdgdo
1.3.1 gogmeo bgemdmfigmols sbodbmangds

9@JOOMbNo  (3ogONwo) byedmfjgs  gfimegds ©os GgduGTy
(B9BHYmd0obg05%g) 3M03BHMPMIBOE0 45MJdbol T9dzgMmdOo® 2503390
GOBOMo BsbsfgMmol (bgerdmfig®ols) doddsl, Gmdgeroi LodsErgdIl sdEg3L
90909d Fbsmgl Fgwlodsdml domgdwyer T9EHYgmdobgosl GgduBob s3G™mMMds s
659030 MdY (59939bGH0RB0IE09).

6590 3yMdo6gmdL IMbs390ms 9MEGH9bEGH0R035(3057

g4m390 AgJudl 96 ©™3MgbEAHL dmerml ™Mb gem3z0l, bgardmfgms
(L39EosXMEO BBFIM0), GMIoms3 Joowgzs Mo Fggao; o). dodwgdo
dbsMg MHdMbgds FoMowols (d9@ymdobgdols) 65d3z0wmdsdo, d9sdmfdgdl
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Go  bgedmfgdol  Lomsbsm  gm®Imeol  (G90mfidgool  gem®derols)
d9039md0m; @5 d). bgwdmfgds HomIMoygbl 0MOOM  FIMBE0SL
©™3999963H0L 533 MOMdOLs, MMI ©™39d9bE0 931360l ImEgdme S3GHMOL
@5 96> 30609 ULbgsl. gl sb39dBHo doosb 860336gem3zs60s LblsOLlbZS
303963090 bgedg3megdol ool MM, JobMdomdol dgaqbols
Q> bbgo.

56589000M39 BMBREoMmdo dseosh 3930 39w9dME0s ©™3w9d96EHd0L

999 EHO™bMo (30xOMEo) BMMIS (Fom FmMob, 3nBROWOE0IMMMOE) s
domo  ©53M3s3900L  bgebgdo.  s3sLb 9B m0os 30ROV O

329996353006 659E300MB0LS S 93GMOMOOL 3BIMdTs.

Fo0oeBg 50530560L bgedmfgMol  gogowdgds Ls30oMm© M0
(6515330639005, MsbsdxMOM3Z9 3M0T0bscolB030m 5ToL 25033935 Lo3Tom
5Q030¢09), bmm 30g3MH)eo bgedmfgmol 4o95edgds, M3IgbEol d933ws,
953G MOMIOL MRgd9d0L IMM3935 o 5.9. Bo3TSME SQZ005, 01¥g SO SMOL
QIG3LICO GOBROYIO bgdmfg@olsmgzol LoFoMOHm 3903390
3OMGM3Mgd0m.  5doBHMI  5BHIBGH0R0IIE00L  @OML 930w YdII0s
d9L50530L0 3M03EHMOWYMOH00TYOO.

30J35m, 33543l ™G0  IMIBAsMgdgE0:  SToMBO s  BIWEO. G
M ©393900L5356 bS IA30339L 999G I6R03S300L LobEIsa?

M5MYMRBS (M93965GHMds). 5306560 gobs3b5IOL, MHMA AL oM QoaH3b0s
39H94m00b699s (3H9duGo) 05MOLIMZOL, MMI3s Lobsdgowgdo, 56 gb Fgdowo
Aooabogbo.

50 ©M03930L  200mboMoEbogze®  2odmoyggbgds  9wgd@®mbocro
(308OIwo) byrdmfg®s.

908035305  (390053900905).  doMO  530M3boLRed  Bogde
39¢)9md0bgdsL (BHoJLAL) o939 IdL S 59BHI0EIOL OMT, 25939JIYWO
39¢9md0b9gds d00MM 5d0MBOLYL.

39Y45edgds. 350 5BMMI0MYOL Jolm30L BoFoMm TgEYmdobgdsls o
59(%)30390L OMI, 2505390790990 F9¢Ymd0bJdS F00MM 5F0EMBOLIYSD.
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5JBHoMo BsMg3s. oM bgwom 090l d9BYmd0bgdsl, MmIgElss
5306560 MyHo3b0l doEOOL O PGS F3O0WMAL J9335¢ Ml 9EYMd0bYdS
05300 BobloMgdme.

RBoOHEMdS  (000GSE05). o™ a®Hsgzbol  Fg@ymdobgdsls  do®ol
5306560L Lobgeroom.

50 990mbgg3sdo3  ©@s330L  JoBbom  godmoygbgds  gwgd@®Mbocro
(308OIwo) bydmfig®s.

063m®35300L  IMPORBOZHEO0L, F994oddoLy s 030ESE00L Y39
0900bgg35d0 930l ILS(3Y39®©  odM0yYygbgds  30x8OWMwo  Logbs@EHGo
(bgedmfjg®s).

3963gm™gds. oM 039gMmMHgdL 5FoMmIbOL FogH B5EMOLIMZOL S
393036000 993Hgmd0bgdsls. om0, 439w Mmbgl Bdsermdgb gobdgm®mgdols
§0b5508gy, 353053 53 IgnMmEOHg IMEOL YYogLo bsfoero 0d Ggdmbgzgggzols,

HMEOYLE 30M96 GOl JmbLBLL gergdEH®mbmwo "bsgegsb”.

8mAbBGHYdIO O>5©EMO

A 4

dmIbdoMgdgeo dd0Mabo Fh4md0b9ds

dmOM@Edmgdgoo

59BH0MM0 BoMgzs @ 29609mM9ds

Bob.1.4. Fgloderm IMP393900 T9BHYmdobgdol o330Ls, MMIgELs;

dmdboM9gdgwo 5806560 MABIgbol ImMbTsMgdg dsMOb.

1.3.2. gegdB®mbamo bgmdmfighs RSA sengm®omdol 8By

43009 856$030 @ 33039 Y0 0BLHOYIPGE 9EIdOOMbIwo
byedmfg@ols 560 RSA 3603GHMmomam®omdo. 0993, SOLGAIMBL SOMBOM
36033M5EMMH0mMIGO0 3053OVIO bgedmfgedobs.
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30dJ350, MH™I

d, p, q -b50MIL® FoLEPIBIO0S, brawm e, n= pg- 30 oS5 P, q-
oM E030 MHo3b39d00.

99600369.

1. 1 858653 gd0lL dobggom: @(n)=(p —1)(g —1); o gogoo @(n)
©s €, 35306 godmgom d -L.

2. e @5 d-©36890dgds @(n) %gMoMdOL 30m36s; P(71) xIMIMBOL
30365 30 LML g35deg3L 303M3M 7.

53919350 5306560 2ooL393L doMOL F9dg F9EYMmd0bgdsls: DATA.

5306560  bgmlb  sHgeL  JgBymdobgds DATA-U  goo3gdol el
B5MOLOM30U:

Ee,,n, \Ed,,n {DATAJ}.

535Lm5b 00 0g4gbgodl:

5) 38065600 LsoEMAm goboegdl Ed ,n_,

0) BoMOL o> Yobowgdl Eey , 71, .

050l  FgMdwos  oozombml  bgwdmfghowo  Jg@EHymdobgds
0530530039 d>MOL b0 Folswgdom Ed, .1, :

Ed,,n \DATA}= Ed, ,n, \Ee, ,n, {\Ed,,n {DATA}};
5 99899 5806560 ©os golsmgdom (Ee ,n, ) doomb:
DATA = Ee_,n {Ed,,n {DATA}}.

9.0. 35060 8000gdL FgBYymdobgds DATA-L, GMmIgwos 4o9mmaHsgbs
530675605.

Bomgos, ®Mmd gl 5EMMO0mM30 1T GdL 0IEGZd MOZO OOZO(BZIM
65996039 Lobol sMM3930L5y96 (bgarymazoloysb).

5306560 396 T9dwqdl ms30Lb0  T9BHYmd0bgdol  MeMYgmRsl, vy ob
5005M90L, MHMA LHO0IEXM A5LIMGOO 36MBOEP0s TbMEPME JobmMZob.
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dmOMGHIMJdgo (98 Jgdmnbgzgzsdo o) LsoEIm  JoLOMgdOL
390939 396 99dgdl 3300w gdgdol dg@obol  BHgduBdo (8g@ymodobgdsdo)
HMIJOE 29099(3905.

dm390mo  Bdgds  LBodmogdsl  0dgg3s 89950539008 go6gdy
2900509303 ™UL Lbgsabbgs 3mbgaod@w®mo Lodsgos.

1.3.3. gangs8s¢mols 30x60wero bgerdmfigmol sengm®omdo

9sdserol (ElGamal) 3og®meo bgardmfg®ol omml 2969006090
doMBHogo p  Mogbgzo @ ™o dgdobggzoomo g s X (g, x<p)-
39000b393000 356599 M900. 99009 299M0MZGds

y=g ' modp.

005 3oB5MYdGd0S: ¥V, & 5 P . BooEI™ golivowgdos X .

0d0bsm3zolL, ®@md M FgBHymdobgdsl msb ©IgHMML  bgedmfgMo,
530530l 30MRg30 Bgdmbgggom k Gogbgl, HMgmog 9OHMOIOMISGEH0309

(p —1)-056. 89899 398m0m3m9ds
R=g‘modp
©9 9330 FIBIONMGDNWO SEAMHOMIOL 39I39MBOM odmomzwads S -
ol 3609369 mds 8900930 39bGH™Mgd0@b:
M =(xR+ kS)mod(p —1).
bgEdMfgOsl Fo@dmaagbl 898wa9a0 Fygowo: R ©s S . 890mbzgzomo
®ogbgo k  0bsbgds  LoodwmE. F9Bmfdgdolsmgol  09gbgd9b 8989y
d9L5d530LMBI:
yig*modp=g"modp.

gmgzgwo  sbowo  bgwdmfigdol  mml  gargsdsgol  bgerdmges
9m0mbmgl £ - sbogw 36093690 md.
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1.3.4. 30860 bgdmfig@ol swgmeomdo DSA

1999  Qarol  9330bGH™To 533 LEGHBPIOGHJdOLS s BH9gdbogzol
Bogombor®ds 0blEGodm@ds (National Institute of Standards and Technology,
NIST) osgobo 3ogmvo bgedmfig®ol bEsbosm@obsmgolb (Digital Signature
Standard, DSS) 390mopm 30gOWwo  bgedm{gmol  LEsbpsd@o (Digital
Signature Algorithm, DSA) [15, 41].

bobsd MIMOME 25935¢m DSA seam®omdol sefigMsby, dsbsdg
503603bmm, GMI: DSA- gs 56OH0L SEyMM0m30, beem DSS- 30 LEHIBsOEO.
U396 IMEH0 0949690l 5eMOHOMAL. 5¢MOHO0MT0 LEOSBIOEOL bofowos.

DSA  gog®veo  bgewdmfgdol  sergm®omdo  094gbgdls 9909y

356599BHM9OL:
P - 35HGH030 Mogbgo L ool Loadol, Losg L 5600l 64 xg@eo 512-
@56 1024-1 0535BMbJo.

q - 160-300560 oMEH0g0 Goibgzo, q‘p —-1.

(p-1)
g=h / mod P> bosg A Bgdoblogho Gogbgos p—1 Bagagdo,

sBsborsb % mod p> 1.

X-6ogbgo, x<q.

y=g'modp.

DSA 5¢gm®0mddo 53609039 3950m0ygbgds 3000db®mog0 393-13mbdizogdo:
H(m).

D> q ©5 g 35605093900 0055 s B3gdoldogmo 9mdbdsmgdolsmazols
b9dolsfizmdo. IRIMMEo (LEOYIM) FOBOMIO0S X, beOgrm VoS- V.

0dolbomgol MHmA dmdbTsMgdgeds 5306sbds M F9EYmdobgdsl msb

IMOML (3058360 byedmf{igds sdolsmzol:
(1) 580660 5396960698 gdmbggzom k Gogbgl, bssg k < ¢,

(2) 5306560 5996960690
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r=(g"“mod p)modg,
s= (k™ (H(m)+ xr))modg.

5306560  3oxzOMwo  bgwdmfjg@ol 7 ©s 5§ 3565393 Mgob,

39¢9md0b9gdLmMb 9HM MABIZbOL dSMOU.
(3) 350060 53MfjdgdL 5T0MBOL bgedmgesl, yodmmzeol Mo:

w=s"modg,
u, =(H(m)*w)modgq,
u, =(rw)modg,
v=((g" *y")mod p)modgq .

) V=1, 3086010 bgedmfigds LHmOos.

1.3.5. 3gog®eo bgedmfghol sergm@omdo I'OCT

m

50 O LAHBIOEL FoBROMEo by dmfgOols, MFBOEOSLMMOE

3J300 TOCT P 34.10-94 [15, 17, 18, 41] .
P - 95603030 MoEbgos, GmIol boa™dgs 1020-@sb 1024 30¢509;

q- 056G@030 Moibgos, q‘p—l, O@Aol  Loa®dgs 254-sb 256

00359Y;
g - 6gd0LBogMo Gogbgos, a< p—1 s g’mod p =1;

X - 6Goabgo, X <q;

y=g'modp.
9 Segm®0mdoi 099bgdL (35¢dbM0g 398-93bdsosl: H (m).

306390 bsdo 356999 BHMo: P, ¢ ©5 g ©o0ss ©> bgdoldogeo

dmdbdoM9gdolomzol bgedobszmdo. IRIOMEo (BooEYIEM) Folivwgdos

X, beoewm 0os- Y.

47



0dolbomgol MHMA ImIbIsM9gdgerds 5306Mebds M F9EYmdobgdsl msb
MO (308360 bgedm{igds sdolsmgzol:
(1) 5806560 5396960698 gdmbggzom k Gogbgl, bsss k < ¢,

(2) 5806560 53969M0CMOL:

r=(g"mod p)modg,
s =(xr+k(H(m)))modgq .

o H(m)modg =0, 85306 398-9396J300L 8603369@mds w®ol 1.
o r=0, 85306 8g06Bg3zs k-U sboswo 3603369mds.  bydMFyOL
096090l mMo MoEbzo: ¥ s 5. 58 396599BHMJOL MaBo3bol s806sbo

050l 3mb3539bsgool Laboo.
(3) 350060 9953mfdqdL bgerdm{gesl, 4odmmgerols:
v=H(m)" > modg,

2, = (sv)modg,

z,=((g—r)*v)modg,

u=((g" *y*)modp)modgq .
0 U =1, 35806 bgedmfigcs JsMmMgdE0s.
3539W0m0. ©337335m, Omd p =11, g=2, x =4;580&md
y=g*=2"=5(modll).
X 8bs69 8956Bg3L, 3o0dzom, k =6 d99mbgngom Hosbgl, 35306

R=g"=2°=9 (modll).

g0z, M' =H(M)=5.
b9dmfgmol dgmeg 350539GM0 SMOU:
S=xR+kM'=4-9+6-5=6(mod10).

Y 3bs69%g 899mf090d0b 890930s:
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g' = y*R" (modll),
2° =59’ (modl11),
3=3-1(modl11).

0585bosdg,  990mfdgdol  30MMdS  LOMEEIdsS S FoPYIMEO
06335305 Lobms.

By ©3M330m, Mmd Z  LdogdBds 89339 893ymdobgds @
9909250 Y 3bs6gd  doowm  3939mdobgds, OmIobmgzgolsg  3g9dotmgdol

890950 M’ =5 86083690mdol Bs33ae@ 350momamgds g5blbgsggdwo
M" =4 6ogbgo. 35306 999m§dgdol 350950 80009d:

g" # y*R" (modp),
2°#5°9* (modl1),
9#9-5 (modl1).

3535b5053g, 005 BHaguEdo 9gEsbowo 33e0egds G93mfdgdol d9gyo®
398m3gboos.
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53011

039G M00o 3MO3EHMLOLEIIOL 53905 FoEGHMOEMWO
99Ol g5dmygbgdom

2.1. Bmy5©0 80y™Mds 5GHMOEME0 3oL5gdoL FoboMYds©

3GHMo3Mwo  9gomEOol  doMomOEOo  goblbgeggds 305069600l
3900mEoLYsb ML ol, GMI 30:4069M0L GgoMmETo dEMIJOIQ OIYMBOEO
©sbvdogzmo a  Godudo (mOMmdomo  Lo@yszs) 96530905  399BHMMHDY
(3oBobogds  39JBHMOMEo  bs3MS3e0  39dBHMOWME s gd®msdo,  sbwm
JuemO0Mgds), begwem ds@G®moEre dgomm©do G9gdu@o 3Megargds 39M339490
3900mom 396900090 F5EGHM0EHY. 9.0. FoxM300 bgds 909absoMo:
0m30, MHMyMOE X 39dGHMO0, 3596M93c0Ids dgLsdsdolo  2sbbmBowgdol
35BHMmo3by.  ©gdoxmszool MMl 30 doEgdMwo  39dBHMmEO0  bes
39359653 ™0) 390601690 JoBHM03bHY, M3 509YIbL LoHyob 39dEHMML:

x-A=x"; x' A =x. (2.1)

3190 oML POML, HMam®E 63d0Ldogmo LodgBMmoo LobEgdolb
©OML, oMM  3OMOWGIsL  FoMTMoqbL:  5)  golowgdms  LOIMIZEOL
RMMI0MYd-96v) Fo@moEms  LoIMIZ3EOLs  (MBLO3Z0MZg0s, ol 96O b
9939900905093l 250MBI35L Mgoe EM™A0, o3 s®ol Jobo JOMOMOIEO
3603@™M39gaMds); 0) 585Lmb- FogMOE0s- YIoTM300L LoBJoMg s bbgs.

doMomMs©o  dobBsbo  Bgdmm  blgbgdmeo  dgomols  FoMdmoaqbl
13930w0DoMYIMWO 5655005235090 0 doM03900L 3wsligdols
RMOHI0MHIO, OMIJOoE  ©930594MBogdL  Boymzqgermom©  Jowgdwem
3603890930 30L 136 EJOL.
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A doBHMmogl  dmgmbmgzgds, ®mI ogml  goema3z95Mgdmwo  (9.0.
©939M30b656¢0 0-0b BHMEo 56 Mbs 0gmls), Moms gosBbgl 9d6mbgdyero,
9.0.  3MMIWYds 39350 OMo  FoBGHM03Egool  LobmgBols @y Fsmo
3906bgdeol  3m3bsdo  BEYMToGmmdL.  MHmEaLsg Loddg 939J38 OO
396BMmdogdols dJmbg  FoBHM03gdmb, Tomo  FgdMHbgdmEols  ASTMMZS
3bmdowwo 3900m©Yd00m O OHML JMmomMbmal. sdo@Mmd LsFoMmms, Fgoddbsls
(93 OME0 FgOMYd0, HMIWIdoE FoMGH030 SERMMHOmMIJoom ImY3:390L
dsBHMoEol  9906Mmbgd e, 9.0. 250moymlb  olgmo  3sbo  Bs@MogdoLs,
OMIYms 99060bgdmol 3m3bs MYooHEYds MHMMEO  SERMOOMTEO
399m3gd0l 2o6m9dy.

39630bowmm %96 3bmdowo Fgomgdo FsG®oEol JgocmmbadmEols
303600 36mdO0s 5M59MM0 FgNMEO,- Fogooms@, 4 =(a,)" 85GGoEol

39961969090l 3365 (565L0byMEsMEols) 999gy0 Laboom:

A A ]
44 4
ﬁ 4, 4,5,
ATl T A 22)
4, 4, A4,
4] 4 4 |

BooG3 Aij 5oL A dsBHBoEoL a; 999963900l 5O GV
Omamc3 bsows BbL, Jobgwsgs 0dols, MM mGmdoo GF(2)
3000bg (2.2) ™396530900L  Bo@sMgds 09395690 IgmmEMmEma0gd0m
500300005, 353050 LoFoMM o8mmM3egd0, (3B, OML JMmomMbmagl s, MY3
005356005, dobo  99dzgmdom  dbgwos  goM3399o  3¢slol  BMOToMGdS,
Iolm30Ls3 (2.2) BsH0(3900 J000gds BHM0305IOHO AaBO.
oL JoBbol domfgzs sOE 99990 oBMoErIro bsdMsg3eol

39039M00mss dgLedEgdgeo:
EE _ ..E A=1,

Qo
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Boag A~ 960l A Bo@®oEol séEbgbs 39d6mxbadmwo ds@eogo; EE, ... E,
Domdmopqbab  gagdgb@ st FoBHMoEgdlL, GOmdgwms  dgdggmdoo A4
doBHMo30  T9LodEgdg0s  O30Y39bMmm  396Mmbo3ME o,  8585L5gsdY,
9O m356 Lobgdg.

256Lb35390m e gmmEL Fo®dmoEygbl A Fs@Gozol i-9mo bggEob

X5

Xyseeis X, 993963700l JoLowgds  (R9dmIobatg A-A7" =1

AGMEMB0D) 296E M50 990930 LobEgdol s8mblibs:

{0, me k #1;

a,x,+a,x, +.+a, x, =
’ ’ L, ogk=i,

kn”"n

(2.3)

bodG k =1,2,...,1. Gopb 4] % 0 , 580@md (2.3) LobBgdsh sg3b gHMEIG®O

-1

50mbsblibo, Mol 99gassE, LsbmysmE, A4~ 89dHMbgdmwo  ds@®oiEo

30009do.

3MOM9d0L 5Q2936¥PO 09MO006 3b6mdow0s, OIQT3)
065350930m5  5aadMsdo  GF(q) 39wbg dmmom  f(x)  d009gds
33l9d0 oBHM03900Ls, HMIgdoa Fo®dmddbosd

(2, 8n o &
|8 &2 - & 2.4)
_gkl ng gkn_
Qo
Ch, h, h ]
H= CE o (2.5)
b e b

Lobol  3oHo®mmgdge s Fgddmfidgdger 35HolwE  ToBHMOEgdl, O®MIgdos
530594mz30e9dls
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GH" =0 (2.6)

306mdsL (H' 6ol H 85360gol GMsbldmbomgdwmmo ds@y®ogo, n==k +r).
d9L50530b0  BoBHM0(3g00L  LEH®OJMbms LogMEg MoFMoEYIBL Mz fg3MMs
0QgogdL. bgMO  B5BHMOEJOOLIMZOL  oTsbalosMYdgwos g(Xx) s h(x)
35GoMdmgdgo IMegoefiogzmgdo (g(x) - h(x) = f(x)), Gmdwgdog G (2.4) ©d
H (2.5) 35%0bvme do@Mmo3gdol bgmodmbgdl sgm®mdotmgdl [7, 8, 16, 23, 27, 30,
31, 32, 33, 35, 36, 40, 57, 71, 75].

3903390 SBowmaoom, Fs3®sd  50bodbolgsh  2sblbgsgzgdom
535M 1 MoZolL  3350M9GHMwo  F5GHM0EJ00 s Fomo  JgoMHm6gdMEgdo

3990090 Loboon:
_al a2 a3 n—1 an ]
a a, .. a,, a,,
0 0 a .. a a
A: 1 n-3 n-2 , (27)
0 a, a,
i O 0 0 . a, |

Logo3 (2.7) BsBHMmoEol LEGHMOJMbgdL IM535¢Hg3Mms 00 Joegdol dSBOLYYOO
3503900l Abgoglo 8909696 GF(2) 39w0by g9bbsbugmwo ael,
29633910  (306309BHMo) 39dH™MOL  3mI3mbgbEgdo (b A Bo@®ogl
5Go®dmgdl g =(a,,...,a,) 39JH™O0, bmwm A7 ofe®Imgds RoM3Z9MIO
2o6Lbge390Mwo h = (a,,...,a,) 39dBH™OOL 3033mbybEHdOom).

130gb0MgdMYwo g  39dGHMOOLsM30L  Fglodergdgeos JgocMY6gdMEOl
30360L gOm-9HMo IgmEom (2.3) LobBHgdol 35839MmdOM) gsbolsBL3OML /
3993™M0L Labg 69gdoldogMo MY EIIIOMO 71 -0BsMZ0L. FHYILOMS,

(2.3)-80 Bo0935&03996M0 06300l 359mygbgdom dgodegds 35B39bmm, HmA
n ool
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0 0 O

(2.8)

35G®M0E0LOM30L, GOl  FsFoMIMgdgeo  39dBHmGo  sGob g =(a,,...,a,)

(a,=1,0mi<2 s a, =0, i>2),09060x69dww Js@®oEL 9d3L Loby:

111
01 1
1o 0 1

boog h=(a,,...,a,), a,=1 (1<i<n).

1
1
1

1
1
1

(2.9)

sboewmponto, g =(a,,...,a,) (a,=1, o i<3 ©s a,=0, ow i>3)

@ h=(a,,...,a,) (a,=1, i=3k+1,i=3k+2; a, =0, i =3k) 95{o®Imgdge0

399&M6gd0LsmM30L Tgbodsdols J00WYd.:

o O O =
[ R s R I
O = =

(e}
e}

_— = = O

oS O O O

oS O O O

(2.10)
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S o o =
S O ==
S = = O
—_— = O =
—_ O = =
S = = O

(2.10")

-
()
o i
—
—

9:0. ((2.10) @s (2.10°) BoBHM0EgdL  ofoMBMgdb Jglodsdobo g ©s h
39JH™900 03 3oMmdom, MHMI doBHMm0Egddo ymzgwo -MMo LEHOodmbo
§o60moabl  (i—1)-9 ULEHMOJMmbol 3m33mbgbEHgdol  §obsggwrgdsl  gMmo
3mbogoom s Mmd ((2.10) s (2.10°) ds@®ogol (i+1)-g LEGM®oJmbol
306390 I 3m33mbgbEH0 6ol Gmeos.

dm3gdmo  (2.8)-(2.10°)  Lobob  sEH®oEgdol  Lobomgbol  doBsbo
M3 gMmdl 08530, O™ 56 49635bMME0gMm®m FoGHMoEol dgocmmbadmEols
3o0mm3ms, 909990  39M339Mo  JoMBH030  Fglvdsdolbmdom  d9y39deml
999361969090l 3m3bos.

090Lom30L, OMI gologdl 2osBbal Towowro TgYRMdS, LsFoMM.,
LodMs3egdo 0gml 1S305MP OO MHMPOIBMBOL  AOLOMIOO. S300MD 71 -
396BMmIogd0560 9HM-9MH M0 49bbowMo s@MoEo s dolo d9d6Mbgdmero.
09 Bsfigol 5@GHM0ET0 o355 A0Wgdm LEHMOJmbgdlL, doMgdmwro doGHMoiEol
393601969090l Lodmgbgws LoFoMms Lsfigolo do@®oEol FgoMHbgdwyedo
3900535500300 dgbodsdolo 1393H9d0, 9.0. 9O FoGHMO0E0IL TJa30dw0s
dogoemm 1! MsmEgbmdol  do@®moEo. 1939, dgLsdsdolo  L3gEHgOOLS
LEOH0JMbgdOL A9b(33gd00 Joowgds 0LYM039 MoMEYBMBOL FsGHHOE0
0056mds30 (n!)* LodGSZE) BodboGIMWo g s A 39JEHMMYdOLIMZ0L.

35GHO03Mo  2oLO©gd900L F90MEOm BsFoMm 2olid®gdgdol Lobmgbo
99LOMEE9ds 89900980 ®96308@Y3E™dOm: FgoMmbgzs TgLodsdolo g s A

3993H™O900, dmbEgds A ©s A do@®oggdol 9bgGoEos s g8y
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d9dombggzomo  (8LY3EMIgdmMbgzgz0m0) MOoEbzol TgLsdsdobs To@®oEgddo

3956bMM (3090035 Bomsbs™ 4565330 909d0.

65 130053 9LMdS Q596605 FoE0OEME Fgom©L 305069600l d)0ME™MH
3905Mm900m, Lss3 AHJJuGHO 91939 dEM3JIs© 0YMmais? 30:0b9M0L Igmm©do
O™md  "35BHYIL”  9ho-gmHmo  Jogmm@gdu@ol demzol bsfowro, bmdoro
39bgds  M300mb  2obowgdol  bsfocro s,  glsdsdols, gb  bsfoero
72393 Y905” ym3z9e 0bxzmMTozomwr denm3do: bnwm do@GMm0Ewwo olsrmgdols
©OML 9o 1-256%Dm30wwgd0sb  derm3do  0bgm®dsgool  goblboom
(039olbdgds  ©os  G9JuBHom  M3sLlbTs)  FgmdEgdgos  FoG®moEol
3565993900l doegds s  Bowosbs 96 Bsformdemog  dsGHogmero
3oLOgdol  "asdgbgs”. 35BHMoEolb 9@ 9bgobomzol  LyFomMms n
396BMmdomgdosbo  J0d@Y3OIMd0m SVJPIMWO N dEMZO, Moms B0300MM
Bqbsds00ls 11 «3BmdmS 5 IBGHMEGdSMS glsdygolmds.

653OM™Mddo  ToBHMmogmo  Adobowgdol  dgoomo  2sd0Bbyeros
30330606093 Mmo  30m03@MLOLEJIgd0L  dgloddbgurs, MMmIgwdos gOHMS©
0436905 259MmygbgdmEo ©os sGBom LsMPIOMdOL 3bMdOWO FgnMmEYdo
35GHMoEMwo dg0MmEO, MMI3S 39033900 ImdbIsmgdEolsm3zol dolo s63

3939 (bLbgs 3900mgd0Lssb dM300090o®) 3o8mygbgdss J0vmgdgEro.

2.2. m6030b5¢0m®0 B5G®0EMMo 4oLsmgdol Lobmgbo IMmsg5e¢fjg3doms
5a090M580 s LO3gEBMOMEo 3M03EHMLOLEYAS

39bbo@o 53m3960L A9sfY39@O MBOM B0BIbEILEb Mo 0469ds,
0v) 359309969000 302000MBOL 5RO LEMYJBHMOIOL, 3gMdme, GF(q)
3999 (LOFsOEHO0Z0LMZOL Asbz0bowsgzm GF(2) 3gwl) dmEueom f(x)
365350 (930m5  5ea90M5d0 0©YOgdoL ™30L9090L. 36Mmdowos, MMI N -
2956MI0Egd0s6 IMoz35xffg3Mms Bsdmms 3ewsligdo dmemwoon f(x) GF(2)
390y §oM3mmddbost  Msg0efg3dms A, s@ggd®sl o,  953sbosdy,

n
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399d3HmOM V. Log®aglb  (33Meolbdmdm, ®md  a=(a,,...,a,)eV, ©>

a(x) =D ax' € A, §5630m5033696 9J30350096&M® gemgBgb@HgdL).
i=1

36MdOOs, 51939, OMI A4, 5wagd©m5do BydoLdogMo I 0@gsEoLsMZOL
SOLYOMOL GO IOMO BMOIoMgdmo g(x) G35 F9300 d0b0doeryMo
bo6olbobs olgmo,” Hmd {g(x)} Bsdmms 3awsbo 939m3bol I 0@geel o
30M0Jom, MOMNMGMWo bmGIoMmGdMwo g(x) 3Me35¢ (9360, a5dgmyo f(X) -
obd, sPoMIMgoL 250339 I 0oL, GmIgedog g(x) 6ol dobodserm™o
bsGobbol M3 figzto obgmo, Gm3 g(x) bsdoms 3wsbo g3wmgbols [
0QJOU.

L5 0560s T989y0

0906905 2.1. 3mdzom, f(x) = g(x)h(x), boog f(x) 560l 1 baGolbbols
9653509300, bowm A(x)- k boGolbols. 35906 {g(x)} Bs8mms 3amslioom
B5fo®dmgdo 090 InEom f(x) IMog5efigzdms Seagd®msdo sGob k

396BMmdogdobs.
9L 60dbogl, ®™A g(x) IMS35¢g3M0l boGolbo seol
n—-k=r. (2.11)

LT 0SB0s SxMgMN39

0gmMgds 2.2, ©3MIzom, f(x), g(x) s h(x) BmGIoGRo
8653509309000 s f(x) = g(x)h(x), 95806 {a(x)} 653nms 3emsbo 939m360L
h(x)-00 b5fo®Imgd 0750l 6emgzsb LogmEgl 35806 s dbmeml 85306,
OMEgbsE 0L 939,360l {g(x)} -00 Bofom3mgd 0JoEl.

D90 gJ3000b 359mIE0bsmgMmdl 890gy0

* 39630bo@mm X ¢3bmdol dodsm 1 -mmo bsolbol: f(X) = fo + flx +...+ fnx"

8653500930900 [ g9anByg. 8653506930 gfmgds  EmGIoGgRMmo, vy MBsmmglo
b3GOLbol X" «3Bmdols fn 3M950309630 MMob 1-b.
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9900930 2.1. 3od3zom, f(x)=g(x)h(x), bLosg f(x)- n bBsGOLbOL
g(x)- r bs®olbol d6g5wFze9gdos. 35306 GH' =0, Lssg G s H
35@®03gdL GgLsdsdolo g(Xx) s A(x) 335930900 5Fo®Imgdgb.

g =(8o> &) 333O™O0L 3m830696HIBOL 303 IMO PoBoE3wIds
i 3mbogoom  [FomBmoygbl g=(g58g,.1) 39JH™OL; 56y
gx)=1+x+..+x"  086Mo35mF93M0L  i-MM0  250Bs33egds 935393l
g(xV)=x"g(x)mod( x" —1) 96535F9g360b.

300d35m, g(x)h(x)=x" -1, g(x) ©s h(x) 5§sBMgd96 JgLadsdola

©s5 I 0gse09dls. 35306

g g . g 0 .. 0

G o g ... g, g ... 0 .. O’ 2.12)
b R o0 0 0|

| OB e BB 0 0] 013
000 . 0 0 .k K

Go3 506sgL, GmI Bgdobdogmo g(x™) s A(x") 86535 F309d0LsM30L
L5060 BHMEMdY:
g(x)ha(x") = 0mod(x" 1), (2.14)

oo 1, ) e{l,...,n}. 09 2930035wolfjobgdm, ®md  GF(2) 39wy
36535c(930m5 5 39JAHMOMS 533MOZw0 56 gdmbgzgzs 9emAsbgoml, 95d0b
69doLdogmo g € I 39dBHmMobomgzols

gH" =0, (2.15)

bssg H  3s¢603o bofsddmgdos h' 39d@meom, Gmgmwog 8gogegt 4
39JAH™O0L 3m33mbgbEHIOL, BofgMowl Lofiobssmdgam 0s630dgztmdom (9.0.
I Go®dmoagbL A 399Em®0L bs®30lgdue 9gdGwEgdwmL).
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0o0ob5odg, (2.14) o (2.15) 9943035¢96FHMOO  FHMEMdGO0  (O53
B396030L 360336900 m35605) LsAsMMEO0s60s, Gk I ©s I 0©gsw9do
0960mo9696 Bo3gBow LodGMs3ggdl 39dGHmOms Bydobdogmo 303w GO
096533900l J0dsGr0).

39630bowmm (2.7) dsBH®oEol dqLodsdobo 1 Mool  335MEICO
353003900, bofo®dmgdo  g(x) @d A(x) 953509360 900m  (HMIgEms
3M9803096@ 900l 89039mdom  JoEgdmwos (2.12) s (2.13) Fo@GHMoE oL

LEH®0Jmbgdo):
g & - g O |
4 = o g ... g, g .. 0 .. 0 , 2.16)
_ O O O 0 0 go
hy, b, h, 0 0 0]
- 0y o by B 0 0 017

Loog A, @030l ymggmwo j-m6m0 b3gBo Fo®dmsygbl 4 () 39dEH™OL
dmMom x" —1 seygd®5do, MGMIol -0 3m33mbrbEgdo 03039, M3
B (x) X" 399@H™60L 303mb9bEYd0, v i < j s h, =0, 00 i > j.
gmgzgogg  bgdmoddmmosb  ((2.11) s (2.15)  306HMmd9d0L
39003500l 06900m) 25dMmIEObsMIGMBL, HMI
0, M9 i=#j;

)R ()) :{1, I 218

bsg 7' 399HmO0 (2.18) GHmemdsdo Fomdmowaabl 39d@™m®-bggdl (56 A
39JAH™O0L BHGBL3MBboMGOME 39dEHMM).

3595L5d9, LMD

0gmMgds 2.3. 300435m, g(x) o A(x), BgLodsdolo ¥ ©s k bsGolbol

9653509309005 GF(2) 39w%g dm@uyeom (x" —1) seoggd®sdo obgmo, Hemd
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g(xX)h(x)=x" =1, beagwem 4, s A, ((2.16) s (2.17)) n Gogaob g(x) s A(x)
9653509309000  Boffo®dmgdo  BoBHMo3gdos. 85806 A4, o A4,

MON0YOH01I)0MHY690ME00s, 9.0.
4,4,=1, 4,4 =1,

Loog I geomgmemgzgsbo ds@®oios.

5OLYOMBL  3MBLEHMMJzomwo Igomo x" —1 FmEMEo? SWAJdMST0
g(x) @ h(x) 96535930900l  Fogdols,  OH®IGEMImZ0LS3
gX)h(x)=x"-1, Gog 23  ogmOgdom  dopydwo  IgomEob
3MbLEOMJz0mwo 396bm®Eogwgdolsmzgol LoFoMm fobodommdgol
MBOHMB39Yymnl.  3bmdowos g(x) s A(x) 869350930980l 53900l
9L 9B MBS J0B0T>E MO B35 (930980 Lo gdOm. "

d0b00o®o  dM035¢0(93M0L  M30U90gAL ool Lol  3gaby
0969Mo 96l 990090 mgmMgdgdo.

96985 2.4. gmd3om, f(x) Mol dGsgsefozmo GF(q) ggwol
309803036000, boge [ f(x) 86sgsfgghob ggbgos GF(g) 3gwob
2953561530, 85306 L 5oL f(X) 3Gsg5fg300L 89lg0.

®9me98s 2.5. 3md30m, p(x) s60b GF(q) 390l 302953030963 900560
m  bs6OHoLboL  IM35¢(9360, MOMIGE0E ©OYY35650s 53539 39wdo o
304935m, L 500b p(x) 96535¢93600L 3gugzo GF(g) 390l gox56mmgdsdo,
85806 3, 8" ,..... B g39@s 9939680 pP(x) 865350F360b 39300,

9985 2.6. oy f(x) 96535093005 GF(g) doGHoms@ 39¢by),
35806 f(f)=0 85306 @5 dbmwmo 85306, GmEbsg f(X) oymgs L

999960 m(x) 30608swv® 335093601

T ©9313350, O™ ,B séob I (CZ) 299390MMYd0L  geqdgb@o. dobodswr®mo bsGolbol

Bm®IoGgde  3Gogowfgzol  dodoomso  F ggmol  3mg303096¢g00  gfimogds ﬁ
99996 0L dobodsam@mo gmbdsos, s6+ dobodsmmm®o dMmagaefigzmo, 0w m( ﬂ ) =0.
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8535@000. 303m3mm @ € GF(2*) 9angdgbEolb m(x) 8060dserw®o

896d30s.
I bgdbo. 503603bmm a 9w9d9gbE oL dgLsdsdolbo dobodscr®o Bwbjsos

m,(x)-om. 25 mgmegdol msbsbds m,(x) 8060dsermdo  gmbdgool
39bggd0s, sptgmgg, a’,a’,a’, go. m (x)=m,(x)=m,(x)=m,(x) >
bodogdgero 1mbdgos dgmmbg bsGoLboLYS. 3035b505dY,
mx)=(x-—a)x—a’)(x—a*)x—a’). 8:3653gdol  3550M3EIBOL
39000350 3090 MdO:

mx)=(x'-a’x’—ax’ +a’x’ —a' X’ +a’x’ +a’x’ —a’'x -

' +a ' +a’x —a'x+ax —a'x—ax+a”) =
=x'—(a+a’+a*+a’ )’ +(@’+a’ +a’ +a” +a’ +a’)x’ -

—(a’ +a*+a+a')x+1
(Gopob a =1 GF(2") 3980). ®¥) 3530035e0LfobId®m, GMI @OMIOO
39080 503sBl 56 593b 36093690mds s &' 39wl gargdgbBHgdol J9369dsl
39635bmGmE0gwgdm  dm3gdmewo  3gerol  9egdgbBgdol  godmygbgdom
@spooon, a+a’+at+a’=a+a’+(1+a)+(a+a’+a’)=1),
39009390 9030090m:

m(x)=1+x"+x".

06930305, O®MI  JoEgdMwo  JobodsgrmMo  BmbJgos  gdmbggzs
p(x)=1+x" +x* 865350F360l, Gopsh & ggdgbBHo sGol dmzgdmeo
GF(2%) 39em0l p(x) 8m@wenols 3qbg0. 83000bgganls 39«9daos sBsemyow)Go
3bom 03m3mb @’ gegdgbEol glsdsdolbo dobodswmeo m,(x) ©nBzos,
Gmdgmog  Go@dmopgbl  a’,a’,a =a’, gwgdgbBHgdol  Bglsdsdols
m,(x)=my,(x) =m,(x) 8060350 dHo35FI3OgdL ©d, S53Mgmg9, Lbgs
99996¢39d0L J0bodogr e 53bd3090L.

II bgdbo. Mmoo 503608690, m,(X) 8Gegswfiggdo  dgmmby

bseobbolbos. 3odzsm
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m(x)=a, +ax+a,x’ +a,x’ +x"; (2.19)

(a, =1, G50y56 m(x) bn®30GHYPdMO IHoz35¢ 936 05).

o =1 (1000)
a = o (0100)
a’ = a’ (0010)
Qb = o (0001)
at =1 Lo (1001)
a’ =l+a +a’  (1101)
a’ =l+a+a’+a’ (1111)
a =l+a+a’ (1110)
a’ = a+a’+a’  (0111)
@ =1 +a’ (1010)
a’ = «a +a’  (0101)
a' =1 +a’+a’  (1011)
a® =l+a (1100)
a’ = a+a’ (0110)
a = +a’+a’ (0011)
a® =1 (1000)

Bob. 2.1. GF(2*) 39000l 89e@03000353099600 X330l 853500000

{x} B53mms Jamsbo s036086mm a e GF(2*) gargdgbdom (bwe.2.1).
35806 (2.19) godmbobrymgdsdo  x° BsofgBgds, Gmame  a’ = (1000),
x—a=(0100), x*-a=(0010), x’-a’=(0001), x'-a'=(1001);
30300090m 35bEMgdsmMs LoLEHYISU:
0

a +a

1

0 1
10 N0

0 0
56vy
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boosbsg a, =a, =1, a,=a, =0,90. m(x)=1+x" +x*.

89006098000 8g0dwgds  ©agOFIMbogm, G®md  o’,a’,a’,a”
99396300l 30b0dse B0 Brbgos ool m,(x) =1+ x+x* +x° +x*;
a’,a”  gegdgb®gdol 8060dsny@o gmbzos ool m.(x) =1+ x+x°;
a’,a”,a,a" gwgdgb@gdol dobodserm®o gmbdzos- M, (x) =1+ x+x";
a’ =1 gwgdgb@ol 0060dsemeo gmbdgos-  m,(x) =1+ x. 59G0oys,
P =1=1+x)0+x* +xHA+x+ x> +x)x QT+ x+x)A+x+x*),

9.0. X =1 69360 g3gms 15 gqgo GF(2*) 390l gggas s6sbramgsbo

99396 0o.
8535000000. IM535Fg300m5 A, 5wagdMsdo dmemwom x' —1 GF(2)

390%g g(x)=1+x+x" @5 h(x)=l+x+x"+x" 86s3wFz369d0bomz0L

g(x)h(x) =x" —1.d0009ds

(1 1. 01 0 0 O]
0110100
0011010

A4=/0 00 1 1 0 1], (2.20)
00 0O0T1T10
000 O0O0 1 1
0 0 000 0 1]
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(2.20")

N

Il
O o0 o o o ~—=
O 00 O O = =
I R R R
S OO = = = O
S O === D -
O = m = O = O
—_—_—— 0 = o o

MON0YOH0d90609690M0 BodM0(3900.

3549000. 25630boemo F9dmbgg3s OMEILSE P BHME0S 565 2-0l, 50539 3-
Bs. 9.0. 5353m GF(3) 39mbg g(x) s A(X) 3mobmdgdo dGsg5ef936ms
A sgd®s30 x° —1 dmnymom. p(x)=x* +2x+2 560 36030¢H0w@wo
36agoetigzto GF'(3) 39wy ©93939690HM I GH03w03s¢Hormo XyIBO
GF(3%) 3980 dm@nwom p(x), Lssg & 3M0d0GHowmo gwgdgb@os
(p(a)=0):

a  © a gemgdghBgdol  80b6odsem®o  gnbdgos  sGols
m,=x"+2x+2;bmme a’ © a’ gwgdgb@gdol 3060dswn®o gmbJgos 30-

m,(x)=x"+1. Gmymég Bgdmnm 503609690, d060dserryGo 3B 30gdol
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BsdGogmo 3533l g(x); b g(x)=m, (x)m,(x)=x" +2x° +2x +2;
5990056 8mB0obsMgmdl, ®md A(x)=(x* —1)/g(x)=x"+x* + x> +2x +1.

(2.16) 9 (2.17) go335¢0L{obgdom 3093 Mmdm:

S O O O O o o =
S O O O O O = N
S O O O O = N O
S O O O = N O
S O O = O N
S O = N O NN O
(e \ " =R \O R \O B e R )
— N O NN O O O

N
O O 0 O o o o —
O OO0 O o O = =
O OO0 O O = = =
O OO O = = o= N
O OO = = =N =
SO O = = =N = O
S = = = N~ O O
—_— = N = O O O

2.3. 35@HM0E™wo 39mMmEOL 393930l Fglodergdemds

39630bowmm Jgdmbgzgzs, ™ H@aM® bgds 0b6xm®mTs30ol sdoR3zMS
@5 OHMYME F9godwgds d90mme35H90o oEGHMmOE™MEo dgmMmEOol "35@Hgbgs”
(303M9obbdmm, OMI  "a5BHgb35” 5oL 3539600l  (sbsero@Hozmbol) dog®
3oLOgdoL, B39bL gdmbgnzsdo do@®MmoEol, bgwdo Boggds, 569 dolo vibmdo
356599900l 2obLEBOZMY).
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©539035m, 3539605 (565¢0GH03MmLTs) dM03M3s ©os BHYJuGo. YY) oo
39dbEHOL B> ForBHME©gds 1° LoEOEIL (5 71 5Ol oGMOEOL (Rolvmgdol)
Bmds), 95906 Fgodergds 35B39bmm, MMI 3539600 (sbsero@ozmbo) bgerdo
Bo0g90L oLoEgdL, 564 BoBHMoEL (0b. byzombol Jsbbowgs J39dmm).

OmamO3  Hgdmm ogm  s0bodbmwo,  Gog®me30s-gdonMmi300L
3530390 GNMEOL 496 EH0390e0 Lobgo:

a-A=b; b-A"' =a

bosE @ 6oL ©os BgduBHo, bawm b Bog®mm®gdudo. 5 a ©os GBadu@o wbws
5094l 7 3mb53390905 (399BH™MJO®) S Fow3goIero 1 Bmdol 39dEHMMo
b  2odMsg3wl A4 F5GOosbg ©@d  sdom  Foomgds  Fgbsdsdolo

356BMmdogdols Jon®OmEgdudo:

(1) A (all’ 12°°° ln) A b(l) :(bll’bl2""’bln)’
a® - A=(a,,ap,,ma, ) A=b® =(b, b, ,..b,),  (221)
(n) A (anl’ r12""’ann)-A:b(n) (bnl’ nZ""’bnn)'

353960L (565¢00EH03mLOL) 9H-9MHMo BM3MgLo JoBsbos FoLomgdol
(35¢®0Eol) 300gds, 9.0. Jo@®oEol n° wbmdol 3mgbs. M) ol Jgdwgdls n’
06080350  ©9MM3000909c  ASBGHMWGdsms  Fgagbsl, dsdob ol so90L
396@Mgdsms LoLEGIsl s "aoBHgbagl” goloegdl, 9.0. (2.16) (s (2.17))
35G®03M@o 9oL gdol  j -mMo 13gEHoL 9EgdgbEHgdoL FsBMBIMZEgs© 71
396@Mgd5m5 Tgbods3ol LoliEgdsal 5d3l 89dgy0 Loby:

a,x,; +a,x, +...+a,x, =b,

a,x,; +a,x, +...+a,x, =b, (2.21%)

2n""nj 252

a,x, +a,x, +...+a,x =p

nl”"1j nn”" nj nj°
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000b50300, HMI  "goBYgl”  BoBBoEMmo  aslsmgdo  LsFoGms 1’
H5m©9B6mdoL (2.21) Lsbol asBEHMmmgds, 56 asbBHmagdsms (2.21) Lol#gds
Jj =1,...,n 8608369 md9d0Lsm30U.

35OMo0s, 0O BMIol FsEHmoggdol el GF(p) ggwdy gb
3MMIWYIo@G 05,  FogMsd M3 FoBHMoEol  BmAol  dogrosh  QoBMss
69399b0Mgdmwo, o3 0fgg3l,  MO330039105, OO  335MBGHE
©5H3060mM35L O F0RMS300L LoBJsMOL T9dE0MYdL. A5630boEIMm Bogseromo:

5339350, b9dmom blgbgdero dgomols d9L5d530bo©
05353969000 9m 3-356%MBogd0sbo A do@HMoo:

le x13

x22 x23 :

xll
A=|x,,
Xy, X

32 x33
25630bomm 0os (ELs8ogmo) Bgdudo a=(a, a, a,;a, a,, d,, ...). E53YMo
005 39duBo a 3-g36BMmB0egd0b 8mbs33909050 (39dBHMEOS):

a" = (a,a,a,;), a® = (a, ay, a,), a” = (@, a,a;), ...

39L50530b0 o5 BH9JLEOL BoROMEJJLEHJOL 946905 9da9ga0 Loby:

xl 1 x12 'x13

22 ‘x23 = (bll’bIZ ’bl3)’

x31 ’x32 x33

1 1
b() :a( )A:(allal2 al3) x21 X

X X1 X3
b =a%4=(a, a,a,) x, x, x,|=(,.,b,.b,)
21 Y22 %23 21 22 23 219%225%23 >
Xy Xy Xy
X X X3
G) _ ) 4 _ _
b =d A_(a31a3z a33) xz1 xzz x23 _(b319b32’b33)’

X

=
~

31 32 33
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3oL g00s, OMT, M¥) BowoEozmbo (353900) o0 Fgdmbggzsdo bgwdo
Bo03@gdL o5 GHgduBHol 3 dmbs3zgol (39dBHMOL) s 99b6gds Fglsdsdolo
B086mEHdbEHOL 8mbs339m980, 85806 ol 9dmgdl (2.21)-0b glsdsdols) 9
2963 ™gd0olL 53905l 9 MEbmdOm s FoGMOEOL (RoLoMgdOL) Yyz9ws gargdgbEol
303651 (09505 FoBMoiEol 4obBmBowrgds Mbos ogmlb 100 6 dg@o, g.o0.
100 80093mdom  100-356%Bmdogdosbo  JomgOHmEgduBolb oML
565¢0@03mLL bgwoe Mbs 3Jmbogl 100 Jglsdygzolo 71 -g456Bmdogdosbo

dmb5339m0 005 BgJuEHoLY).

m

2.4. gLiy3E™IYINb3z930000 J0dEI3MMBdOL 4gbgMoMgds GF (p
@5 dobo  2v9mygbgds JogMm@gduGol Jummotmadolsmgols

) 3980

090LsM30L, MM, Z  Bs3woE0zmbl 2539OHOMMm® ©os GH9duEHom
003oLbds  dm3z9d  3003GMLOLE YD,  Fogdwgds  edm3z094gbmom
dogems3ool §Hob 0os 3Hgdu@Bol Jumemomgds (XOR); g.0. 1 Bmdob 0os G9gdudgdl
©590905  Jbm60, 559y 3563390 dmbszzgmgdo N =2 —1 as6%mdowmgdols
13LY3EMIGINH39300 J0TEI3OMOOLY:

c=a+d,

30aMwobbdmm, ®md d =(d,d,, ...d, ,d,,,....d, ,...).

In?>
35906 o3 m@9JuEb 996935 99990 Lby:
b=cA=(a+d)A.

39630bowmm  ghmo  Imbs3zgmol  (MLs330M39e0s 11 LoEoOl)
©580%36o:

¢V A=(c,,Cpenc, ) A=Y =(b,,b,,,....D, ).

>™1n

85806 5L509BOL “as@gbgoL” (2.217) LolEgds Boomgdls 989y Labgl:
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CuX,; +CuX,, ot e, x, =b,

CyXy, tCpX,, +otc,x, =b
n~"nj 212

(2.22)

CpXy; FC o, +otc, X =p

nl nn”" nj nl?

Losog Z Lwgd0ggBHoLamgol 33s93b n(n+1) ¢Ebemdo ©s 1 gobEmegds. 53

890006393580 Z Legd0gd)ds 05BH0Eo 3obsmgdol “asbs@gbs”, (2.21)-0b
d9L58580bo, bgardo MbEs Bs0REML 565 FoMGH™M JogmmEgdu@ol dgbodyzolo
005 GgJudHo,  9Msdg, AL  ghms,  Fglodsdolbo  AMb339M9dO
8LI3EM™IGAMbgggomo  0dEY3E@dOLY;  dbmemo by Jgdegdls £
565¢0@03MmBo 3O03GHMLOLEHIIOL “o@9bgsL”.

N glggomdgdmbggzomo  dogbodserm®o  Log®Mdol  309g3GMds
3969000905  §obs33wgd0L  Mga0LEBHMYd0m, MHMIGLMS BwY6J30MboMGdS
J399m® 5oL Asbbogrmo.

Dobo33wgdol  MgaoLbBHMgdo (MmO  Bgdmo  sMob  65h396900)
SbMmM309wWgdgb 259693 gdol s 2oYmayol  m3geo3ogdl.  B3zgbmgzol
Lo0bEgMGMS  BgoLBHOYdo,  Slg3g,  OMIGdoE  SLMMEgdgh  3geol
9093963 gd0L  250mmM3wgdl s HoMImgdbosh  dsgdlodscry®o  Log®dol
1LY3EMIGINb3g3000 11 -000Q93MMDOYIL.  Fodlodoey®o  LogMdol 71 -
8090936M™d9d0L 296965300l Bmyswo Ldgds ImEgdmeos 2.2 Bsb-bg [7].

. AR L
I i
Py Qp sz
E)OHWBOBSQ'{K’OI 2
—| K |« | el \ JgLobgagaro
1

6ob.2.2. GF(2") 39¢80 353mm3wadol 35bbm®Eogmgdol Bmysoo Udqds.
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3OnGMEGH030  3bmdowo  sEmMomdgdol  Fobomgds;  S8xM03 M0
LobBgds DSA

1985 §gaol  Gobot guoasdseeds 250mod3zgybs bsddmdo  30836GWWO
bgEdmffg®ol Jgbsbgd, Hmdgeos 998wgado dMB3MgMdL: os @gduEyme M
99BYMdobGRdSL 096 @og®mzgol R @s S ™Mo 8gEymdobgds, G@Igeros
0o60mo96L  BH9JuBHolL 65330 MdOL  EIPILEHMOGISL, b FoFOHYI
bgdmfig®sl [1, 4-6, 14, 38-39,42, 54, 60]. X dbsdgdy Boogds 9.6
306353965300

N (3.1)

Lossg R @5 § m6mdomo Lodyzgdol Log®dg 8353M9@ goblsBEIOMWOS,
OMamO3 29bbowme  sbodgBHMmor LolGgdgddo, dsdlodserMo MoiEblzoom,

B5po@oms©, p & 2™ 36083690mmdom, 6 mG®Mdomo 39d@H@@ol 1 =500
296%Bmdogdom, bmwm M 99Eymdobgds Fomdmo@ygbl d93Me©  BG™

3M39W 00d 30ROV 30dEI3MMOSL, 9.0. 005 3H9JLAU.

58 5eaM®0m3Jo 06g3MGHB5300L o330l J0BBO 5O 5™l X LvydogdEol
3096 39JuGHolL F0RZMI-EILBI0MITMYds. BHYJUGHO V0SS O VOO 9B
@oMRIL, B33 ) BHJuBHBo 330989 Z LepdogdEo 890@BL 33erogdsl, 0go
2605 995935M539L Y 3bs69%g 899jdgd0l 890935¢.

SeamMomdo 953936905 ©OR0-39dsbol  5RMMOMT0m 353 9b-
A90 36mdo (35¢TbG0Z G3bd309L:

g =y (modp) (3.2)
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50 9900b3935803 P ©0EO FoMEGH030 HOEH305; & s X - BB Mmoo
®ogbggdo (1< g, x < p). x §o6dmdsybb X LdogdEob byomdeem 39Mdm
2oLogdL. P, g, V 353509005 (0059).

X bty B990Bg3l  xBgzmBgdmbgggom k< p  Gogbgl @
299mm3zeol

R=g" (mod p) (3.3)

®ogbgol  3608369mdsl; 890y godmmzwol S LooEgl 9390
3590bobY9d0Ib:
M =(xR + kS) mod(p — 1) (3.4)

®oEbgl s 89500996L (3.1) F9Eymdobgdel (Losg M s@ob M| mos &gduBHob

39806900 899390 J0MIdMEO 8990 (‘M‘ <p) 9.0.
M=H(M,) (3.5)

oo M, oo  BaduBob  3owdbGogo  398-gmbdgos; H  gubjzos
3535509005 (39806MH9d0L Ls30mMbL J39dmom ©I3OMHMbLIOOM).
Y 3bsty 30009dL Mo (3.1) 89¢ygmdobgdsl, 8990mfdgdl dsb 99990

GMEmdol 89939mdom:
g =y"R* (mod p). (3.6)
(3.6)  299mbobmgdom  dglodergdgeros 9dmfdgl  Jogdmeo
39¢)9md0bgds, MoYsb:
gh=g"-g"(modp),

M XR+kS

g =g""" (modp),

M = (xR + kS) mod(p - 1),

653 (3.5)-0b 096sbTo Fggiodsdgds (3.4) 096585OEMBL.
5960950, mv) Z dbstg M 005 &HoduBdo 890¢ebl G509 33erowgdsls
©5 8000gdL sbogw M BHodudlL, 85806 836 Mbs oIFY30GHML ™Mo
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3OHMdW0sb gohm-ghmo: 1) 6 M, HgdbBHobomgol gogbosgdywo H
3969300l Bobggom Boowmb ogogzg M =H(M, ) 8608369cmds; 2) 6
sbowo M, 00 BHgduBHobsmzol asdmmgzgsemlb olgmo R, @s S, bgedmfig®o,

GHIomsE 993300
MRS

39¢)9md0b9gd0Llm30L ©s3dogMmBOEYds 9dm(dgdol (3.6) 306MHMdS.

53 9OH0 59 3MMOMGI0EID Mo EOMT0 J50HY39EI0 5O SGO,
OMEILSE P OO ®ogbzos s Z LwdogdBL X Lsomdwm gobsmgdo 56
259B605 (M5 g8 MBs, Mg 5605 R, s S, ®ogbggdol 896Bg30L 89dmbggzomo
395350 MEBS, MHOLO 5EBINMBG POMFIOL 56 sGLYdMBL: ~107"),

1991 §gols BEBHobsMEHIO0LS s 39gdbozol 0bLlBoGwEoL (NIST) dog®
0999995390 0465 3ogOmo  bgardmfgmol LEsbs®@o - DSS (Digital
Signature Standard). oao 9904dbs 308360 bgdmfgHol seram®omdol - DSA
(Digital Signature Algorithm) dobggom, ©®mdgeog oMHoL g sdseols
5EMmM0mMIoL B3BBG FMT390IC0 SEPRMOHOMTO.

DSA 5¢03m®0m80L Lobmgbol gm®dwmests 593l 8980 Loby:

s= (k™ (H(m)+ xr))modg,
bogS3
r=(g"mod p)modgqg .
8900953505 b 098 398930 803©I3HMBO:

w=s"'modg,
u, =(H(m)*w)modg,
u, =(rw)modg,

v=((g" *y“)mod p)modg .

0 V=1, 3086010 bgedmfigds LHmOos.
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9535¢00l  5EMAO0MT0 5O 0y  I353IBGHIOMWO, MoP6 0o
doM0MOI©  (9MLYd0MO©) 9BwYdbIds ©OBO-39dsbols  SEPAMMOOMAL (5649

35L80 58my9bgdo G9Esm9dol g* = ymod p gmBJzosl). Bsa®sd 89dymad
dols d5BsBg d9094dbs 30RO bgwdmfgdol seram®omdo s Fgbsdsdolo
LEObIMGO.

3.2. 3083690 bgedmjghol s¢e@gmbsdomeo seym®omdgdo

05308 3bmdoew  653GMIdo  dMomL  bsog®o  Jgbodbogl,  H™I

©535390000  356056@900Ls @O 9BBMs©gdOL  FggRd  GOBROYICMO
bgwdmfg®ol 1dgdgdol HsMmIbMdsd Fgodwrgds F9oobmL (3599F s0LBY
3930 (0099935 BomYdb yz39ws 9839dEHMM0 56 0dbgods) [1].

GOBOMo  bgedm{igMol  SeamMomdgool  dMOg3wglmds  9i3dbgds
2ol GF(p) 399030 ©ol3M9GHIo wms®0mIgdol, g3gligol sdmegdob,
B4 BHMO0DBE00L 3OHMdEGTsl o Bbgs [3, 5, 6,9, 14, 17].

LoOoLgMESE0M 653MMITo 250M33WgMw0s F0BROYIo bgedmfigeol
d9Loderm  396M056BHJO0,  MMIWGdOE,  9RMIMN3g,  09gbgdl  olZMgE o
@MRHOMNIGOOL  3OMd9IsL (6 g° = ymod p  gowdbeog 5mbJzosl).
domg35@03MMmo  Loggmdzergdol  Logo(idmgg,  bowos, 9B gdL
5@ 9OBsGHOMWO  3M03GHMYMOBONO  SEIRMOOMTIJOOL 52905L. 53539 MM
50Lo608bs300, MM, MMamOE Lbgs (36Mmdogr 890mb3zg390d0, 3MMEGHMEGH035©
(3309306 396056@5©) 2o98Mmygbgdm0s 9OHM-9MH™O, 39MHIME, JEASTSEOl

1935, MM 4903390 BMBIE30MbsEMMO 9egdgbE ol F9dm@sbols 8ggyo®
30300M®  SEYMOOMIOL, OHMIMOEF  35M0BEOL,  Sbso  LEHOWYIEHMOYIEO

®30L90M0mds [4, 5, 6, 14, 38, 41, 52].
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3.2.1. 3063900 5EaMmGOMIOL 5290

SMLYOME0  5MM0mMIGOoL  Lobglbgomdgdo s BMb0mbocgds
0035¢0lHobgdl 990339 3MMEHMIMEMEO F9D39dLs s 30MHMOOMMISL.
530 Bogoom0s 0963 0L, MM GEASFIWOL SERMMOMA0 3053l GHo-
9600 356539BHM0L  LooEOL  gobdgmMgdom  godmygbgdsl  bgwrdmfgHol
Lbbgoolbgs  bgobldo. asbgobowmm gl 39Mdm  Jgdmbggzs  bBmaogemo

2bJ30mboermMo  ©sdM30090MEgdol  godsMFH039do  fomdmoagboo.
30g35m, ™I 30639 s Igmeg 1gobldo MMEHMIMEOl Lsfobssmdgyme

ki =k, (56 R =R)); 05806 30639 Ugsbldo gawgsds@ol Lobmgbol
RMOIMEsL 996995 99990 Loby:

M, =(xR, +kS,)mod(p—-1), (3.7)
bosag M, s60b 306390 gs6bol M |, 06g3m@dsgool 358069890 Loow:
M =HM,); x-0bgm@dsgoob gs93%s360 bydogdBol  Lbsomdem
Qoboegdo; Kk, - ghoxg®so  8g8mz930m0  Lsondwm  Loowy;
R = g"modp s S, -bgdmfgmol Fyzowo, 1< g < p; p-8s0smo Gogol
domGH030 MoEbzo (€ ©o P ©0ss). dgmmg Lgoblolomzgol Jglodsdolo
539Jb90>:

M, =R +kS,)mod(p —1). (3.8)

(3.7) 9 (3.8)-096 doogds:
M1 - Mz = (k1S1 - lez)mOd(p - 1) J

Lo0BOE PobolisbL3MYds
———mod(p —1) (3.9)
ooy, o (8, —S5,,p—1)=1; 6Gog s5amm0030lL g5@gbgsl 6086s3L,

096  (3.7)-56  Fglodegdgero  0dbgds X Loo@NMIwm  gollsgdols
P IR TG TORS
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a9bg30bowmom  Lobogbol  (3.7)  FmOIMwol  asblbgsgzgdero,
39956039000 356005bF0:
S = (x+ kM)mod(p —1). (3.10)
89903900l 3mEOIMes glodsdobo SGOU:
g’ =yR" modp, (3.11)

Losg ¥ =g mod p- ©os psbswgdo, bown M = H(M,) booowobsmgol
BoFoMHMd  FGHJO0MO  30OMdOL  Fgdm@GHobs, ™I ol 3gdocmgdol 99y
L5F0MmMYd0L F9gdmbgzg35d0 296MH0JAbsL 0bY, MM ©H305YMBOEEIL F0OMBY:
2‘M (M L0000l cfmdols 306H0ds, Gog 85MGH035© 3BbmME0gE@gdS).
M BooEol  @fmdol  30HmdoL  Fgdm@ebs 033t SepmGomdl
393 9b30L5996. gobgzobomo Fqdmfidgdol (3.11) gmOIMWs. ©3dz5m, OHMI
dmggdmmo M, = H(M ) obgmemdsgoobsmgol S 35699@6m0 8ggs0Rogm,
HgmOE 390339790 S, ooy s F93935EMmM FobgLsbEZOMm R, :

g =yR " modp. (3.12)

(3.12) g98mbobmgdsdo R, Loo@ol go®Es y39ws  350599EHG0
36mdowos. o (M, p —1) =1, G5 Bgbadegdgwos, 85806:

R,=(y"'g")" modp, (3.13)

bosg M, M. =1mod(p —1). 35360, oy M, wwfo Loowgs, 095306
M,,p-1=#1, R, ULoool gobbsdbogms (3.12)-9 @m®IMwosb
3999990905, 53 005 Bodbsgl, ™A seam®omdo 98 IJHMPOm 5O
39AYJOs @5 3MMEGHMIMMOm  ©s)d39090 ‘M# R#HS#| 306353965300l

45030 3H93b00o 56 890909.
39006900 99009y M LoEOEOLIM30L  EFMdOL  3oMM™BOL

d9lErImMEgds o6 [oMmBmoygbl MHDME M3geoEosL, 8ogMed glsdrgdgEos
LobmgHOL s F9IMdgdol FMOTMOLIMZOL  ABBOEIMWO  seEamGomTol
39900920 3560056F0g:

S = (x + 2km)mod(p — 1), (3.14)

87



g’ =yR* modp. (3.15)

39630bo@mm gl 3956M0sBEH0. A5BHIB30L F3IEMdST Lobmgbol (3.14)
RMOIMol d0dsmo Fgga0 9O godmoem. Moz dggbgds d9dmfdgdol (3.15)
RMOIMsL, (3.12) s (3.13) FmOINWIdoL  aobboegsd  sh39bs,  H™I
39bbo o 3gmmEom a¢gbgzol d3germds 8™ JBEs 0gml, MysH
2M 0o M30HMdME wfios.

8550m0. gmdgom, p=11, M =4, g=2, x=2, k=3 5J906
y=g" modp=2"modl1=4,
R=g*modp=2"modl1=8.
p, & V., R, M-005, x-Us0@m8mmn asbsngdos, k- 9oHmxgOHS©O
Lo0YIM goliogdo.
ol 306G SgmGoORL X ©s k, 530w 03mzo0L S -U:
S=(x+km)mod(p-1)=(2+3-4)mod10=14mod10=4,9.0.5=4.
3M6353 965305 593L Lobyg
el ) >
39630bomo 993mfdgds:
g’ =g " modp,
g'=y-R"modp,
2'=4-8"modll,
16 =16384mod11,
5=5modll,
9.0. 89903905 LmMos.

3.2.2. 3gmeg 5¢eoam®0omdol 53905

9m3909wo  seam®omIobomzol  Lobomgbol s  F9dmfdgdol
RMOIMEgdL, Jgbodsd0Ls©, 533L 99390 LobY:
S =(x+kRM)modq (3.16)
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o
g’ =yR™ modp. (3.17)
0b6x3m®3s30Mwo aBs3bools s bgerdmfigdol 3mb3zs@EHgbsgos Jabol
9990099 BobsHgML:

.

R\S

, (3.18)

Ldswsg M=HM,), M,- 50539000 0bgm®dsgoss, Gmdgmog

3OmEHMIOmomn Mol ©sgrwo; R=g‘modg ©s S- bgwdmfgmgdol

0y300; k - 960X IH5©0 3o9mygbgdol 899mbzg30m0, Lo HoEbgos.
Y] 5MmOomIoL 356539 BHMGOL  gobzobowsgm, MmymeE ool

GF(p) gywob ogg®o  xX3agob  J3oxaasob  9wgdgboodl, 85806

doM0MSO 356599EHM9d0L FgmBg30Lsm30L 23996905 89dgy0 Habo:

P - 05000 ool 356OGH030 GoEbz0s (Bogooms®, 509 s 512 303gdl

dmcob);

q - 3563030 Mogbgos, p —1 Goazol 3536530, 89509B80m Bo3wgdo, sa@sd

396339900 GHOYOLY;

g - 939%31B0L 3969MGHMG0s, 6xdoLdogHO MoEbgos, Gmdgwog (p —1)- by

65309005 @ Hmdeolosmgolss g’ mod p =1;

X - LS50 M ASLOMGd0s, 0 < X < g

k, - 960x 900 990mbg930m0 b0 LOOEY;

¥ - 005 35L50980, HMIG03 FdM0MZEgds X 35MedgEMom: ¥ =g mod p.
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©sb33bo

LoOLYOESE0M  BIIOMAOL M9FoE03d  3M03BHMPMR0Mwo  Lob?)dgdos.

Bsd0™ddo Jg0degds godm3zymo 999ga0 0G0 39Yy900:

1.

3035 93Oms S gdMmaLs s vl GF(p")  39waddy
©YMHbMdom oYMy 3060306 s JgoObgdme  nXn
oBHMo3dms  3969Ms3gool  mGogobscry®o  dgommo,  GMIgeros
oMG035Q Mgo0Dgds0s bgdoldogMo dmgwo 1 Mosbzolsmgzol
GF(p) 3%y

d0Mgdeos  F5@M0E00Ls s BLYZMIgdmbggzomo  0dEI3HMdOL
30350606930 2sdmyqgbgdom, HMIgEms 49bgmocmqds gbodwgdgeros

GF(p") 390b @sgmdbgdmmo 36ma®sdnmo oy Fabsggargdol
Ud9gdgd0m  d9d39mdom,  FoMIONIEos  FOBMI(309-JI0RMSFO0O0L
1039 BHH0IO 3603EMLOLETS.

39033 gMos @S oGNS 30ROV bgwdmfig@ols  sbowo
SEaMmMomIJIOl MO0 35005BGH0.  Omgmei  Lbgs  3bmdogro,
SP05MGOIEO 1J939d0lL d9dmbg935do, LoOLYOES30M™
Bodmmdolomgobsi  33e0930L  MdogdAL  (3OMEGHMGH03L)  FoMmdmowygbl
905850l 5¢MM0030, MHMAOLMZ0LE 356M5d9GHMIOOL 63390
BbJ30mbsgr Mo  mM30L909gd0L  @odmygbgdom, doowgds  LsFotm

LBAHODIGIONO SGHIMBsGH03d.

65dG™do 53MMB0MOME0S 30bx196M96(3090b9 [107,110] Qo

399039946900 bGsG0gddo [108-109, 111].
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